special report: technology—the new link to care

e-mail protocols
IP packages Joe's e-mail message into packets
and sends them from node to node across the
Internet. Each packet's content can be viewed
or modified at any node through which it passes.
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TCP puts the packets in order, and
SMTP takes the message to the server.
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When the client requests the user's e-mail,
the server downloads the message to the
client machine, and the client displays it
on the desktop. The message is stored on
the disk and can be viewed by anyone who
can see it displayed or who can access the
e-mail client.
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Several relatively simple protocols are responsible for getting e-mail from its source to its destination–and present
risks along the way.
Despite these concerns, e-mail communication between
providers and patients offers both convenience and quality benefits. For patients, e-mail can improve accessibility to information and care, increase satisfaction, and enable them to be more
involved in their own care. For physicians, e-mail can enrich
the provider-patient relationship, create self-documenting
electronic records of interchanges, and enable more effective
time management. However, with these benefits come risks
that need to be understood and addressed.
Below, we’ll take a closer look at how e-mail works and
the risks inherent to this method of communication. Then
we’ll explore how to mitigate these risks through policy
and technology.

How E-mail Works
Identifying the risks associated with physician-patient email requires a basic understanding of the enabling technology. “E-mail Protocols,” above, depicts graphically how
an e-mail message is transmitted from the sender’s screen to
the recipient’s desktop.
24

Internet Protocols
Wires and radio signals comprise the physical network
that gets e-mail from one place to another. As a “network of
networks,” the Internet consists of various physical networks joined together through connection points called
“nodes.” An Internet node is simply a computer that has
announced that it can be used as a sort of way station that
helps Internet traffic get to its destination.
Internet Protocol (IP) enables the nodes to figure out where
to send the traffic. IP breaks the e-mail into pieces and stores
each piece in a packet. A packet is like a postcard in that the
name and address of the recipient are stored in a specific
section (called the “header”), and the message is stored in
another specific section (called the “data field”). IP breaks a
message into multiple postcards. And like a postcard, both
the header and the data field can be read by—and changed
by—whoever handles it on its way to the addressee.
Each node looks at each packet header and then sends
the packet on to a node that will get it closer to the destiJournal of AHIMA/September 2003 - 74/8

