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planning stages and one third stated that they either had no program or were unsure. The desire
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machines will largely be used by other machines.
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This research paper focuses on information governance in the banking industry. It involves a
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offers a set of “factors” (principles) for informing an Information Governance Framework (IGF)
for the banking industry—most of which is likely transferable to healthcare.
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This book chapter discusses steps for developing a data governance framework, including: (1)
review best practice and peer organizations to evaluate their methods, (2) devise a strategy and
gain support of stakeholders, (3) perform a current state assessment to understand challenges and
utilization of data, (4) identify metrics and KPIs, (5) quantify the cost of DG efforts, since
quantifying the benefits of DG is more difficult, and (6) track the application and usage of data to
ensure that it meets the goals of the organization. The importance of change management in
developing and using the framework is emphasized as well as the need for corporate leadership
to be aware of its role and responsibilities in data governance.
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ARMA’s Generally Accepted Recordkeeping Principles sets out accepted principles for
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addition, the ARMA Maturity Model for Information Governance attempts to paint a more
complete picture of what effective information governance looks like. It is based on principles as
well as a foundation of standards, best practices, and legal/regulatory requirements.
The maturity model serves as a foundation for assessing adequacy of recordkeeping programs by
identifying five levels of maturity: Level One – Substandard, Level Two – In development,
Level Three – Essential, Level Four – Proactive, Level 5 – Transformational. The Information
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recordkeeping programs and practices.
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nowhere), hiding behind the team (no one taking the lead), absence of data management
(presence of data management in-house but business side of organization is unaware),
unwillingness to assign decision rights (no authority to hold people accountable for results),
assuming an immediate enterprise focus (inability to make the case for IG). Formalizing the role
of data stewards with the authority to fix data problems solves the issue of having no one to
“own the data.” The ideal IG project begins with a small business problem to be solved.
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principles and guidelines to ensure the scope of information governance is maintained. The steps

to managing policies include the following: (1) Evaluate the scope of existing policies. (2)
Assess if each policy is fit for its purpose. (3) Create clear alignment between business
objectives and information policy. (4) Define SMART information policy principles. (5) Make
information policies active instruments for Information Governance. (6) Use Metrics to drive
behavioral improvement.
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Health data stewardship involves responsibility for assuring appropriate use of health data and
liability for inappropriate use. The purpose of stewardship is to obtain the greatest benefit from
effective and appropriate use of data while minimizing risk. Health data stewardship has become
more urgent with the rise in electronic health data; recognition of the value of electronic data in
improving population health; acceleration in the use of information technology; and awareness of
the risks associated with inappropriate uses of data. Anyone who collects, views, stores,
exchanges, analyzes, or uses electronic health data is responsible for data stewardship. Essential
practices include transparency about use; identification of the purpose for data use; participation
of individuals; security safeguards and controls; de-identification; data quality, including
integrity, accuracy, timeliness, and completeness; limits on use, disclosure, and retention;
oversight of data uses; accountability; and enforcement.
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governance principles, but makes the point that there is an important difference between the two.
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This Gartner report discusses issues associated with the valuation of information as a business
asset. Infonomics is an economic theory developed by Gartner that recognizes information as
being an asset. Accounting theory can therefore be applied for managing information in the
same manner as any other enterprise asset. At its core is a set of seven principles: 1. Information

is an actual asset. 2. It has both potential and realized value. 3. Its value can be quantified. 4. It
should be accounted for as an asset. 5. Information's realized value should be maximized. 6.
Information's value should be used to help budget IT and business initiatives. 7. Information
should be managed as an asset. By embracing the principles, organizations can achieve benefits
in operational and financial performance.
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Defines and discusses the components, including organization and roles, associated with
enterprise information management (EIM); identifies the maturity of EIM as “adolescent” and
predicts that this “transformational” activity will become mature in 5-10 years. Strategies to
begin valuation of information will drive and be driven by EIM
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The increased visibility of the information component of the Nexus of Forces (mobile, social,
cloud and information) is boosting the need for information governance and leading to the
creation of the new executive role of chief data officer (CDO). The new executive role of chief
data officer is responsible for ensuring that materially valuable business information is valid,
verifiable, managed, true, appropriately private and interoperable. The CDO meets the role's
challenges partly through policies that assign some responsibilities to business data stewards and
others (operational responsibilities) to IT data custodians. The role of the CDO is to lead in the
management of information as a business asset. Effective use of information across the
organization will impact how technology is used to support information governance.
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This article describes the data governance evolution and model used to address data from the
EHR at Vanderbilt University Hospitals. The EHR was often inaccurate or incomplete and
posed a potential risk to patient safety, confidentiality and data quality. The article points out
that making a solid business case for data governance is crucial for securing buy-in from
executive management and organizational stakeholders. It is important to align business and IT
strategies to ensure that resources are available for data governance. Data governance should be
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The article described the data governance start up activities at Sutter Health. Recommendations
for developing an information governance program include: 1. Create a vision to drive change
by addressing business need such as a breach or reimbursement
issue resulting from a
management or data integrity issue. 2. Convene a steering committee, assign key roles, and
engage executive leadership. 3. Define program's scope. 4. Conduct a current state assessment.
5. Develop a time
frame– it could take 12-18 months just to get started. 6. Identify areas to
achieve impact through an incremental approach. The goal is to ensure information assets are
managed and controlled.
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Discusses data governance within the context of access to health information for clinical and
health services research. This includes the role of the data steward whose function is to ensure
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https://thesedonaconference.org/publication/The%20Sedona%20Conference%C2%
AE%20Commentary%20on%20Information%20Governance
This commentary from the Sedona Conference, a legal think tank, explains the need for
comprehensive information governance from a compliance and risk management standpoint.
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programs.
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IG requires strategic coordination across all business units. A successful IG program should
incorporate four lines of function within every organization: (1) organization and culture
(addressing structure and change management). (2) Policy and management (3) Effect on
business processes, and (4) technology optimization. IG models going forward will likely start
with a C-suite position and undergo refinement based on organizational need. The risks and
benefits of big data have been a prominent concern for executives. There is a recognized need
for the effective organization, retrieval and destruction of information. IG programs must also

address data security, including breach prevention and response. Done correctly, IG will not
only prevent immediate failure of existing programs, but set up new programs for success.
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The proliferation of mobile devices brings new challenges associated with less ability to control
these new sources of data. Through a semi-structured interview process with records
management professionals, this research paper looks at the implications of mobile devices and
information security for information governance. It found that organization security culture,
mobile strategy and security framework were important issues to be considered in information
governance associated with mobile technology.
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This book reviews the business cases and lays out best practices for IG in several different
industries and points out what they can learn from each other. Industries covered include
financial services; healthcare; manufacturing; retail; transportation; government; energy; and
telecommunications. It lays out 14 steps to implement an information governance program
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assessment.
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Companies often develop information governance programs to mitigate compliance risks or as a
means of leveraging unstructured data as a business asset. The article discusses the following
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governance program: (1) Set clear governance roles and responsibilities. (2) Create policies
and procedures to support the program. (3) Appoint the proper leadership – an executive with
the authority to make decisions. (4) Establish clear metrics and communicate the value of good
governance. (5) Make information governance a continuous process. The biggest barrier to
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efforts, and where they are lacking. 44% of survey respondents replied that their company does
not have a formal data governance policy in place. Organizations in which C-level executives
are very involved or extremely involved in data governance, are three times less likely to
experience complete data loss or a data audit failure – indicating that there is a relationship
between the involvement of C-level executives in implementing data governance solutions and
the overall success of a data governance within an organization. Based on the results of this
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